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NETAJI SUBHAS INSTITUTE OF TECHNOLOGY

APPROVED BY AICTE, NEW DELHI AND DEPT OF SCIENCE & TECHNOLOGY, GOVT. OF BIHAR
AFFILIATED TO STATE BOARD OF TECHNICAL EDUCATION, PATNA

AMHARA, BIHTA, PATNA-801106

Activity Report

Event Name

05-Days Master Trainer Training on Malware Analysis and Reverse Engincering.\‘

Organized By

IQAC NSIT & C-DAC Patna

Resource Person

1. Mr. Saket Jha (Scientist-D , Patna)
2. Mr. Shailendra Pratap Singh (Scientist-B, Patna)
3. Mr. Himanshu Sekhar (Project Engineer)

Date:-

22 June 2026 to 26 June 2026

MASTER mwrm NG PROGRA
Reverse éﬁmﬁflng & Malware Analysus

SIT Bihta Campus
Centre for Development of Advanced Computing

A Scentific Society of the Ministry of Blectronics and Information Technology, Government of India)

0 isea-patna@cdac.in
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Netaji Subhas Institute of Technology (NSIT), Amhara, Bihta, Patna, successfully organized
a 05-Days Master Trainer Training Program on "Malware Analysis and Reverse
Engineering." The program was conducted with the objective of enhancing the technical
knowledge and practical skills of faculty members in the field of cybersecurity, malware

analysis, and reverse engineering.

The training covered both theoretical concepts and hands-on laboratory sessions. Participants
were introduced to the fundamentals of malware, malware classification, infection mechanisms,
static and dynamic malware analysis, reverse engineering techniques, debugging tools,

disassemblers, virtual machine setup, and incident response strategies.

Expert trainers guided the participants through real-world malware case studies, enabling them to
understand how cyber threats operate and how reverse engineering techniques can be used to
identify vulnerabilities and strengthen system security. Interactive sessions, practical exercises,

group discussions, and quizzes made the training highly engaging and effective.

The program concluded with an assessment and feedback session, followed by the distribution of

certificates to all successful participants.

Conclusion

The 5-Day Faculty Development Program (FDP) was successfully conducted with enthusiastic
participation from faculty members. A total of 48 participants registered and attended the
program during its course. At the valedictory session, 35 participants were present and

successfully completed the program.
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Day-wise Activities

Day 1

* Introduction to Cybersecurity and Malware

e Types of Malware and Attack Vectors

Setting up Malware Analysis Lab Environment
» Virtual Machines and Safe Analysis Practices

Day 2

Static Malware Analysis
o PE File Structure

o String Analysis

o Hash Analysis

Day 3

« Dynamic Malware Analysis

o Process Monitoring

« Network Traffic Analysis

Registry and File System Monitoring
Wireshark Practical Session

Day 4

« Reverse Engineering Techniques

o Assembly Language Basics

Debugging using x64dbg

« Function Analysis

. Reverse Engineering Practical Exercises

Day 5

Advanced Malware Case Studies

Incident Response

Cyber Threat Intelligence

Assessment and Hands-on Evaluation

o Certificate Distribution and Valedictory Session
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